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EXECUTIVE SUMMARY

This exercise is an opportunity for Healthcare Coalition stakeholders (Long Term Care,
Assisted Living, Dialysis, Ancillary Surgery, Home Health, Hospice) to enhance plans
associated with cyber security and ransomware events.

This exercise also serves to assist UCH Coalition members in regional coordination and
information sharing during a region-wide disaster or emergency.

The objectives were:

1. Evaluate the facility’s cybersecurity incident response plan for clarity,
completeness, and effectiveness.

2. Evaluate the ability of staff to recognize and appropriately respond to a suspected
cyber incident (e.g., ransomware).

3. Evaluate internal and external communication protocols during IT system outages
or cyberattacks.

4. Evaluate staff roles and responsibilities during a cybersecurity event.

5. Evaluate procedures for maintaining continuity of care and clinical operations
without electronic systems.

6. Evaluate the facility’s ability to secure and protect resident health information (PHI)
during a cybersecurity breach.

7. Evaluate the effectiveness of backup and recovery processes for electronic
systems and resident records.

8. Evaluate coordination and information sharing with regional partners, healthcare
coalitions, and emergency management during a cyber event.

9. Evaluate the use of Health Record and Technology Systems (HRTS), including
secure access, downtime procedures, and post-incident reconciliation.

The exercise planning team was composed of the Vulnerable Populations Coordinator
(VPC) and Regional Healthcare Coordinator (RHC) with input from Regional Long-Term
Care, Assisted Living, Dialysis, Ancillary Surgery, Home Health, and Hospice UCHP
Coalition members. Subject Matter Experts (SME’s) were also involved from TN Tech
University from Cybersecurity Education, Research and Outreach Center College of
Engineering (CEROC), Eric Brown and Megan Cooper.

The purpose of this report is to analyze exercise results, identify strengths to be
maintained and built upon, identify potential areas for further improvement, and support
development of corrective actions.
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Strengths

The major strengths identified during this exercise were as follows:

Identified frontline personnel beyond the DON and administrators who
understood cyber response procedures.

Productive discussions with non-IT staff enhanced understanding of real-world
operational challenges.

Strong communication and coordination with the healthcare coalition supported
alignment with TJC (The Joint Commission) requirements.

Reinforced importance of existing MOUs and MAAs and the need for these
agreements to be in place before an incident.

Collaboration fostered increased awareness and overall preparedness for cyber
incidents among vulnerable population providers.

Major Successes

The major successes identified during this exercise were as follows:

¢ Relationship building with VP facilities and other UCHP Coalition members

e Ability to exercise and test EOP (emergency operations plans) and evaluate
resources available

o Ability to exercise administrators/leadership alongside front-line staff on
responses in comparison to plans and policy statements

¢ Identification of areas for improvement

Areas for Improvement

Throughout the exercise, several opportunities for improvement were identified in the
Coalition’s ability to respond to the incident. The primary areas for improvement were as
follows:

Improve staff awareness of where to locate backup supplies (e.g., paper for
printers and machines) during system outages.
Clarify small but important operational details, such as:

o Does the cart with paper charts roll easily?

o Can critical materials be carried if needed during an emergency?
Increase accessibility and visibility of operations manuals; currently too isolated
or hard to locate during an incident.

Educate broader staff on emergency procedures (not solely leadership) so that
response actions aren’t delayed during off-hours.
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Exercise Name

Exercise Dates

Mission Area(s)

Core Capabilities

Objectives

EXERCISE OVERVIEW

Upper Cumberland Healthcare Preparedness (UCHP) Coalition
Vulnerable Populations Tabletop Exercise
In collaboration with TN Tech CEROC

August 14, 2025

This exercise will simulate a region-wide cyber incident impacting
multiple healthcare providers across the continuum of care. It will focus
on evaluating organizational response to cybersecurity threats,
including ransomware attacks, unauthorized access to patient data,
and critical IT system disruptions. Participants will assess internal
protocols, communication strategies, and coordination with regional
partners. The exercise will also include embedded training on secure
use of Health Record and Technology Systems (HRTS) to support
continuity of care during a cyber event.

Prevention, Protection, Mitigation, Response and Recovery

HPP Capabilities
1: Foundation of Healthcare and Medical Readiness
2: Healthcare and Medical Response Coordination

w

: Continuity of Healthcare Service Delivery

= Evaluate the facility’s cybersecurity incident response plan for clarity,
completeness, and effectiveness.

= Evaluate the ability of staff to recognize and appropriately respond to a
suspected cyber incident (e.g., ransomware).

= Evaluate internal and external communication protocols during IT system
outages or cyberattacks.

= Evaluate staff roles and responsibilities during a cybersecurity event.

= Evaluate procedures for maintaining continuity of care and clinical
operations without electronic systems.

= Evaluate the facility’s ability to secure and protect resident health
information (PHI) during a cybersecurity breach.

= Evaluate the effectiveness of backup and recovery processes for
electronic systems and resident records.

= Evaluate coordination and information sharing with regional partners,
healthcare coalitions, and emergency management during a cyber event.
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= Evaluate the use of Health Record and Technology Systems (HRTS),
including secure access, downtime procedures, and post-incident
reconciliation.

A ransomware attack that disables access to Microsoft 365, electronic
health records, and internal communication systems during the night
L CEMCIA S EVZT M shift, with limited staffing and no on-site IT or admin support, posing
immediate risks to resident care, data security, and regulatory
compliance.

At 2:15 AM with minimal staff onsite, the facility experiences a
ransomware attack locking access to Microsoft 365 and electronic
health records. Frontline staff must manage resident safety, initiate
downtime procedures, and communicate with limited resources until IT
support arrives, making critical decisions under pressure.

Upper Cumberland Healthcare Preparedness Coalition sponsored this
exercise utilizing Hospital Preparedness Program (HPP) grant funding.

Participating Please reference Appendix B for listing of all participating
Organizations organizations.

Kate Liepins, Vulnerable Populations Coordinator
Email: kate.liepins@tn.gov
Phone: 931-212-0979

Points of Contact

Michael Cooper, Regional Healthcare Coordinator
Email: Michael.cooper@tn.gov
Phone: 931-646-7575

Exercise Planning Team

Kate Liepins - Vulnerable Populations Coordinator

Michael Cooper - Regional Healthcare Coordinator

Eric Brown — Associate Director for Workforce Development, CEROC
Megan Cooper — Cyber Outreach Coordinator, CEROC


mailto:kate.liepins@tn.gov
mailto:Michael.cooper@tn.gov
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EXERCISE DESIGN SUMMARY

Exercise Purpose and Design

This exercise offers Healthcare Coalition stakeholders; including Long-Term Care,
Assisted Living, Dialysis Centers, Ambulatory Surgery Centers, Home Health, and
Hospice providers, a targeted opportunity to strengthen their cybersecurity preparedness
and response capabilities.

Participants will focus on improving incident response plans related to cyber threats such
as ransomware, phishing attacks, data breaches, and IT system failures that disrupt
access to electronic health records and critical care systems. The exercise will also
support enhanced coordination and information sharing among coalition members during
a region-wide cyber incident, promoting a more resilient and unified defense across the
healthcare continuum.

Exercise Objectives and Core Capabilities

The following exercise objectives in Table 1 describe the expected outcomes for the
exercise. The objectives are linked to core capabilities, which are distinct critical elements
necessary to achieve the specific mission area(s). The objectives and aligned core
capabilities are guided by elected and appointed officials and selected by the Exercise
Planning Team.

Table 1. Exercise Objectives and Associated Core Capabilities

Exercise Objective HPP Capability, Objective, and

Activity

= Evaluate the facility’s cybersecurity incident

response plan for clarity, completeness, and
effectiveness.

= Evaluate the ability of staff to recognize and
appropriately respond to a suspected cyber
incident (e.g., ransomware).

» Evaluate internal and external communication
protocols during IT system outages or
cyberattacks.

= Evaluate staff roles and responsibilities during a
cybersecurity event.

= Evaluate procedures for maintaining continuity of
care and clinical operations without electronic
systems.

= Evaluate the facility’s ability to secure and protect
resident health information (PHI) during a
cybersecurity breach.

Capability 1, Objective 2, Activity 2
Capability 1, Objective 4, Activity 3
Capability 1, Objective 4, Activity 5
Capability 2, Objective 2, Activity 1
Capability 2, Objective 2, Activity 3
Capability 2, Objective 3, Activity 1
Capability 3, Objective 5, Activity 1
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= Evaluate the effectiveness of backup and recovery
processes for electronic systems and resident
records.

= Evaluate coordination and information sharing with
regional partners, healthcare coalitions, and
emergency management during a cyber event.

= Evaluate the use of Health Record and Technology
Systems (HRTS), including secure access,
downtime procedures, and post-incident
reconciliation.

Scenario Summary

At approximately 2:15 AM during the night shift, with only minimal staffing on-site (1
charge nurse, 2 floor nurses, 4 CNAs, and 1 night maintenance/security staff), the
facility begins experiencing widespread system failures.

Staff notice they are unable to access Microsoft 365, including email and shared
documents, and electronic health records are suddenly unavailable. Several personal
devices connected to the facility Wi-Fi begin displaying suspicious pop-ups, and shared
workstations are locked with a ransomware message demanding payment.

With no administrative or IT personnel scheduled to arrive until later in the morning,
frontline staff must assess the situation, protect resident safety, initiate downtime
procedures, and communicate using limited resources, all while maintaining regulatory
compliance and preparing for possible escalation.

This scenario challenges participants to make critical operational decisions under
pressure, with evolving information and constrained support.

CONCLUSION

This exercise was a valuable opportunity to practice responding to a ransomware attack
affecting critical healthcare systems. Participants provided constructive feedback that
helped identify gaps and improve facility cybersecurity and response plans. The in-
person component fostering more open and in-depth collaboration among the diverse
facilities present.

Attendees appreciated the focused discussions on cyber incident management and
expressed interest in more frequent cybersecurity exercises. The session was well-
organized and effective, despite minor technical issues. Overall, the exercise
strengthened regional preparedness and emphasized the importance of ongoing
cybersecurity training and other emergency preparedness tabletop exercises for long
term care, assisted living, home health, hospice, dialysis and ancillary surgery centers
in the Upper Cumberland Region.
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APPENDIX A: EXERCISE SCHEDULE AND ACRONYMS

Time

Activity
August 14, 2025

9:30 - 10:00 AM

Arrival & Set-up
= Registration, coffee, seating by facility or mixed group (per your design)
» Facilitators check materials: inject sheets, any printed “props” (fake
emails, voicemail transcripts, downtime forms, etc.)

10:00 - 10:10 AM

Introduction & Scenario Brief

=  Welcome, safety & participation rules, tabletop objectives.

= Explain: “We are simulating a ransomware attack discovered during
night shift. Your goal is to make operational decisions to protect
residents, maintain compliance, and support recovery.”

= Set ground rules: no “perfect world” answers, work with what'’s in
scenario, stay in role.

= Distribute baseline facility description (bed count, staffing pattern, basic
IT layout).

10:10 AM

Inject 1: EHR/Medication Down

Read background + inject. Ask: “What’s your first move to keep med pass
safe?” Push for details on paper MAR location & notification order.

10: 20 AM

Inject 2: BYOD/Personal Device Risk

Deliver IT voicemail prop. Ask: “Do you disconnect personal devices?” Explore
BYOD policy gaps.

10:30 AM

Inject 3: Cloud Email — Trust or Shutdown?

Show printed “phishing” email screenshot. Ask: “Do you keep using M365 or
switch to backup comms?” Push on MFA/token theft awareness.

10:40 AM

Inject 4: Nurse Call & Wander Offline

Announce system outage. Ask: “How will you protect residents at
fall/elopement risk?” Capture staff assignment plans.

10:50 AM

Inject 5: Urgent Resident Transfer

Hand out EMS request prop. Ask: “What’s your manual process for sending
critical info?” Prompt for allergy/code status emphasis.

11:00 AM

Inject 6: Leadership Arrives / Scope Expands

Announce admin arrival + multi-site impact. Ask: “Who’s in command now?
How will you keep shifts updated?” Discuss ICS roles.

11:10 AM

Inject 7: Media/Family Pressure

Play “voicemail” from media or read family call excerpt. Ask: “What’s your
holding statement and comms channel?” Push for HIPAA caution.
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Time | Activity
11:20 AM Inject 8: Regulatory Deadline Conflict

Announce reporting portal down. Ask: “How do you prove compliance?” Seek
examples of alternate reporting and documentation.

11:30 AM Inject 9: Recovery & Continuity Dilemma

Deliver IT estimate: 5-day restore. Ask: “Do you resume admissions or focus
on current residents?” Push on safety, staffing, compliance.

11:40 — 12:00 PM Warp-up Questions
Quick group discussion: “What’s your top 3 lessons learned
so far?” Collect notes for hotwash.

12:00 — 1:00 PM Lunch & Networking

1:00 — 2:00 PM Hotwash / Debrief

Part 1 — Immediate Impressions: What surprised you most?
Part 2 — Strengths Identified: Where did your facility shine?

Part 3 — Improvement Areas: Policy, training, technical changes.
Part 4 — Priority Actions: What can you do in the next 90 days?

Part 5 — Regional Coordination: What help would you need from partner
facilities or agencies?

Acronym | Term

VP Vulnerable Populations

TTX Tabletop Exercise

IT Information Technology

HPP Hospital Preparedness Program

RMCC Regional Medical Communication Center

RHC Regional Hospital Coordinator

UCHPC | Upper Cumberland Healthcare Preparedness Coalition
EMS Emergency Medical Services

EOPs Emergency Operations Plans

HCC Healthcare Coalition

TNHAN Tennessee Health Alert Network

HRTS Healthcare Resource Tracking System

ENDEX | End of Exercise

ICS Incident Command System

CEROC | Research and Outreach Center College of Engineering

10
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APPENDIX B EXERCISE PARTICIPANTS

Participating Organizations

Celina Health & Rehab Center
CEROC Staff
Davita Cookeville
Davita Foreman Drive Home Training
Davita Livingston
DaVita Sparta
Fresenius Medical Care
Grandview Post Acute
Hospice of Cumberland County
Life Care Center of Crossville
Life Care of Sparta
NHC Cookeville
NHC McMinnville
NHC Sparta
Overton County Health and Rehab Center
Perimeter Surgery Center/ Plateau Surgery Center
Quality Home Heath
Quality Private Duty Care
Signature Healthcare of Putnam
Signature HealthCare Standing Stone Care & Rehab
Smith County Health and Rehab
TBI Representative
TDOH - EP Staff
TDOH — Central Office
The Palace Health and Rehab
Willow Branch Health and Rehabilitation
WyndRidge/Cumberland Ridge

11
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