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EXECUTIVE SUMMARY 
This exercise was intended to test the Upper Cumberland Healthcare Preparedness 
Coalition’s (UCHC) ability to work in a coordinated fashion to find appropriate destinations 
and transportation for patient’s ransomware attack to healthcare facilities within the Upper 
Cumberland.   
 
The objectives were: 
 

1. Assess UCHC capacity to support a large-scale, community-wide medical surge 
incident. Evaluate the participating agencies use of the Incident Command System 
(ICS) to manage the incident. 

2. Evaluate UCHC preparedness and response documents and plans, including 
specialty surge annexes, transfer agreements, coordination plans with other state 
HCCs, and all other relevant plans. Evaluate the ability to assess available 
resources and appropriately request additional support if required. 

3. Evaluate coalition members’ ability to communicate and coordinate quickly to find 
and match available staffed beds, transportation, supplies and equipment, and 
personnel during a large-scale surge incident.  

4. Evaluate ability to manage medical surge due to large number of patients due to a 
cyber event and a wreck on I40 with pediatric patients.   

5. Evaluate the ICS to effectively respond to an active cyber incident by quickly 
confirming initial alerts, timely activation and notification to staff, effective 
coordination with the hospital ED’s and/or first responder agencies. Evaluate ability 
to manage the scenario under crisis standards of care (CSC). 
 

The exercise planning team was composed of the coalition hospital members, the RMCC, 
State and Local EMS and local EMA.  This exercise was planned in preparation for a 
functional exercise of a mass casualty incident.    
 
The purpose of this report is to analyze exercise results, identify strengths to be 
maintained and built upon, identify potential areas for further improvement, and support 
development of corrective actions. 
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EXERCISE OVERVIEW 

Exercise 
Name 

Upper Cumberland Healthcare Preparedness Coalition Medical Response 
and Surge Exercise 

Exercise 
Dates January 31st, 2025 

Scope 

This is a community-wide functional exercise (FE) focusing on response to 
cybersecurity, communication failures, staffing shortages, and medical surge 
associated with trauma and Cybersecurity related incidents, with participation 
from partners of the Upper Cumberland Healthcare Preparedness Coalition. 

Mission 
Area(s) Response and Recovery 

Core 
Capabilities 

HPP Capabilities  
1: Foundation of Healthcare and Medical Readiness 
2: Healthcare and Medical Response Coordination 
3: Continuity of Healthcare Service Delivery 
4: Medical Surge 

Objectives 

• Assess UCHC capacity to support a large-scale, community-wide 
medical surge incident. Evaluate the participating agencies use of the 
Incident Command System to manage the incident. 

• Evaluate UCHC preparedness and response documents and plans, 
including specialty surge annexes, transfer agreements, coordination 
plans with other state Healthcare Coalitions (HCCs), and all other 
relevant plans. Evaluate the ability to assess available resources and 
appropriately request additional support if required. 

• Evaluate coalition members’ ability to communicate and coordinate 
quickly to find and match available staffed beds, transportation, 
supplies and equipment, and personnel during a large-scale surge 
incident.  

• Evaluate ability to manage medical surge due to large number of 
trauma patients including psychiatric and pediatric patients.   

• Evaluate the Incident Command System to effectively respond to an 
active cyber incident by quickly confirming initial alerts, timely activation 
and notification to staff, effective coordination with the hospital ED’s 
and/or first responder agencies. Evaluate ability to manage the 
scenario under crisis standards of care. 
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Threat or 
Hazard 

Ransomware attack on all healthcare facilities in the Upper Cumberland 
Region. 

Scenario 

On a regular Monday morning in the Upper Cumberland, hospitals operate 
normally. However, by mid-morning, the day takes a drastic turn. 
At 7:15 AM, county government and healthcare IT departments across the 
region detect unusual activity. By 9:00 AM, it becomes clear that a coordinated 
ransomware attack is underway. While county government systems seem 
engaged, they initially do not encounter outages. Healthcare facilities have 
not fared so well. The attackers have locked access to critical hospital systems 
across multiple facilities, including electronic health records (EHRs), lab 
systems, and medical device networks. 
By 9:30 AM, hospital leaders realize the attack will have prolonged and severe 
consequences, requiring immediate action. The road to recovery will be long 
and difficult, but patient safety must remain the top priority. 

Sponsor Upper Cumberland Healthcare Preparedness Coalition sponsored this 
exercise utilizing Hospital Preparedness Program (HPP) grant funding. 

Participating 
Organizations 

CRMC, Public Health, Regional Medical Communication Center (RMCC), 
Putnam County Emergency Medical Services, Putnam County Emergency 
Management, Riverview Regional Hospital, Macon Community Hospital, 
Livingston Regional Hospital, Saint Thomas Stone River, Cumberland 
Emergency Management, Macon County EMS, FBI, TBI, Homeland Security, 
Saint Thomas Dekalb Hospital, Saint Thomas Highlands Hospital, Saint 
Thomas Riverpark Hospital, EMS Consultant, UTMC Jamestown, 
Cumberland Medical Center 
 

Point of 
Contact 

Michael Cooper, Upper Cumberland Regional Hospital Coordinator 
Michael.Cooper@tn.gov 
931-646-7575 
AND 
Kate Liepins, Vulnerable Populations Coordinator 
Kate.Liepins@tn.gov 
931-212-0979 

 
Exercise Planning Team  

• Michael Cooper - Coordinator, Upper Cumberland Healthcare Preparedness 
Coalition 

• Kate Liepins - Vulnerable Populations Coordinator 
• Eric Brown - Assistant Director CEROC 
• Megan Cooper - Office and Events Coordinator CEROC 

mailto:Michael.Cooper@tn.gov
mailto:Kate.Liepins@tn.gov
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Strengths and Success Inventory: 
The major strengths identified during this exercise are as follows: 
 

• Collaboration from all UCHP Coalition members in the region. 
 Fostering UCHP Coalition growth and development within its members. 
 Allowed hospitals (staff and IT teams) to collaborate and test their 

current plans and EOP in relation to a cyber-attack. By simulating the 
attach (breach, phishing attempts, etc.) they were able to practice and 
prepare themselves to respond faster and more efficiently in a possible 
real incident. 
 

• Enhancing the ability to detect threats.  
 The exercise provided hospitals with the opportunity to understand and 

recognize how to detect cyber threats (with or without an IT team 
present), this practice will allow improved awareness and monitoring to 
quickly identify possible threats in the future. 
 

• Coalition members education on the UCHP Coalition assets and 
resources available to them. 
 The UCHP Coalition maintains numerous assets and resources for its 

members and each exercise highlights related items that can be 
requested via the website or Coalition App. 
 

• Ability to evolve to the situation with real-world events.  
 In real-world incidents, emergencies are very rarely limited or confined, 

they evolve over time. This exercise allowed facilities to see firsthand 
the stages of a cybersecurity threat and how they would respond in their 
respective agencies. 
 

• Aiding in Hospital Compliance 
 All hospitals abide by CMS requirements and utilize an agency such as 

Joint Commission or alternative, as such, this exercise promoted the 
ability to ensure hospitals are meeting compliance requirements for 
patient response, data protection, cybersecurity and audit/tracking for 
required training and exercises.  

 More specifically this exercise highlighted compliance areas under: 
Emergency Preparedness, Safety, Environment of Care, Risk 
Management and Patient Safety, and Asset Allocation and 
Management. 
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Areas for Improvement: 
Throughout the exercise, several opportunities for improvement were identified in the 
Coalition’s ability to respond to the incident.  The primary areas for improvement are as 
follows: 
 

• Development of a cybersecurity plan for the region. 
• Ensure each facility in the region creates a facility specific cybersecurity plan. 
• Integration of an EMS Supervisor into the Incident Command structure of the 

evacuating facility(s) to aide transportation determination needs and 
communications back to the RMCC. 

• Development of a backup for communication with facilities in the event internet 
and/or cell towers go down. 

• Ensure that emergency preparedness jargon is used minimally and/or 
explained in detail to ensure clear and comprehensive understanding for all 
participation levels. 

• Continuation of training on triage tag usage and ReadyOp software for facilities. 
• Lack of trauma and pediatric centers in the area. 
• More refreshments during the exercise for engagement and sustainability. 

 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 



After Action Report/Improvement Plan Upper Cumberland Healthcare Preparedness Coalition 
(AAR/IP) Coalition MRSE Functional Exercise 

8 
 

Improvement Plan Matrix: 
Area for 
Improvement 

Corrective Action Responsible 
Party 

Priority 
Level 

Start 
Date 

Completion 
Date 

Notes 

Regional 
Cybersecurity 
Plan 

Develop a 
comprehensive 
cybersecurity plan for 
the entire UCHP 
region. 

HCC, State, 
IT Security 
Leads 

High July 
2025 

Dec 2025 Align with state 
HCC 
cybersecurity 
guidance. 

Facility-Specific 
Cybersecurity 
Plans 

Request each facility 
to create or update its 
cybersecurity 
response plan. 

Individual 
Facilities, 
HCC 
Oversight 

High Aug 
2025 

Jan 2026 Include 
ransomware 
protocols and 
backup system 
contingencies. 

Patient Tracking 
System 

Standardize and 
update patient tracking 
tools and ensure 
account access. 

State, RHC, 
VPC, EMS 

High July 
2025 

Oct 2025 Focus on 
training and 
system 
interoperability. 

Cybersecurity 
Training 

Provide regular 
training and phishing 
simulation through 
tabletop exercises for 
facility staff and 
coalition members. 

HCC, 
Facilities, 
State 

High Aug 
2025 

Ongoing Utilize HPP 
funds to 
support 
regional 
training 
programs. 

Backup 
Communications 

Develop and test 
backup 
communications (e.g., 
radio, satellite phones) 
for facility and coalition 
use. 

IT 
Departments, 
& Individual 
Facilities 

Medium Sept 
2025 

Dec 2025 Include 
ReadyOp and 
facility specific 
resources. 

Emergency 
Jargon 
Simplification 

Standardize plain 
language 
communication and 
include glossary in 
training materials. 

HCC 
Training  

Medium Sept 
2025 

Dec 2025 Improve clarity 
and terms 
across 
responder 
levels. 

ReadyOp and 
Triage Tag 
Training 

Conduct refresher 
training on ReadyOp 
usage and triage 
tagging. 

HCC, RHC, 
VPC 

Medium Aug 
2025 

Nov 2025 Include during 
TTX’s and 
annual 
exercises. 

Resource 
Request 
Protocols 

Clarify and streamline 
the process for 
resource requests 
across organizations. 

HCC, & 
Individual 
Facilities  

Low Oct 
2025 

Jan 2026 Align with HPP 
requirements 
and web portal 
use. 

Exercise 
Logistics 
(Refreshments 
& Support) 

Improve logistics 
during exercises for 
better participant 
engagement and 
morale. 

HCC, RHC & 
VPC 

Low Before 
next 
exercise 

Ongoing Provide 
snacks, 
hydration, and 
rest breaks. 
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EXERCISE DESIGN SUMMARY 
Exercise Purpose and Design 
This exercise is an opportunity for Healthcare Coalition stakeholders to enhance plans 
associated with hazardous materials incidents, communications & IT failures, staffing 
shortages, and medical surge related to trauma, psychiatric, and cyber associated 
incidents. This exercise also serves to assist coalition members in coordination and 
information sharing in the region during a region wide disaster or emergency. 

Exercise Objectives and Core Capabilities 
The following exercise objectives in Table 1 describe the expected outcomes for the 
exercise.  The objectives are linked to core capabilities, which are distinct critical elements 
necessary to achieve the specific mission area(s).  The objectives and aligned core 
capabilities are guided by elected and appointed officials and selected by the Exercise 
Planning Team. 
 

Table 1. Exercise Objectives and Associated Core Capabilities 

Exercise Objective HPP Capability, Objective, and 
Activity  

Assess UCHC capacity to support a large-scale, 
community-wide medical surge incident.  

Capability 1, Objective 2, Activity 2  
Capability 1, Objective 4, Activity 3  
Capability 1, Objective 4, Activity 5  
Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 3  
Capability 2, Objective 3, Activity 1  
Capability 3, Objective 5, Activity 1  
Capability 4, Objective 2, Activity 1 

Evaluate UCHC preparedness and response documents 
and plans, including specialty surge annexes, transfer 
agreements, coordination plans with other state HCCs, 
and all other relevant plans.  

Capability 1, Objective 2, Activity 2  
Capability 1, Objective 2, Activity 4  
Capability 1, Objective 4, Activity 3  
Capability 1, Objective 4, Activity 5  
Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 3  
Capability 2, Objective 3, Activity 1  
Capability 3, Objective 5, Activity 1  
Capability 3, Objective 5, Activity 2  
Capability 4, Objective 2, Activity 1 

Evaluate coalition members’ ability to communicate and 
coordinate quickly to find and match available staffed 
beds, transportation, supplies and equipment, and 
personnel during a large-scale surge incident.  

Capability 1, Objective 2, Activity 2  
Capability 1, Objective 2, Activity 4  
Capability 1, Objective 4, Activity 3  
Capability 1, Objective 4, Activity 5  
Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 3  
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Capability 2, Objective 3, Activity 1  
Capability 4, Objective 2, Activity 1  
Capability 4, Objective 2, Activity 11 

All Facilities 
Evaluate the Incident Command System (ICS) to 
effectively respond to an active assailant incident by 
quickly confirming initial alerts, timely activation and 
notification to staff, effective coordination with the 
hospital ED’s and/or first responder agencies.  

Capability 1, Objective 4, Activity 1  
Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 3  
Capability 2, Objective 3, Activity 3  
Capability 2, Objective 2, Activity 1 

Exercise Objective  HPP Capability, Objective, and 
Activity  

Evaluate the appropriate management of the incident as 
it relates to facility operations during the event.  

Capability 1, Objective 4, Activity 5  
Capability 2, Objective 3, Activity 1  
Capability 2, Objective 3, Activity 3  
Capability 4, Objective 2, Activity 1  
Capability 4, Objective 2, Activity 4  
Capability 4, Objective 2, Activity 7  
Capability 4, Objective 2, Activity 8  
Capability 4, Objective 2, Activity 11 

Evaluate the ability to establish and maintain 
communications with internal partners, area response 
agencies, the Upper Cumberland Healthcare Coalition, 
and others as needed, by utilizing HRTS, ReadyOp, 
internal communication tools, and two-way radios.  

Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 3  

Facilities receiving injured patients 
Demonstrate the facility’s ability to manage a mass 
casualty event by appropriate utilization of patient 
tracking tools from the time the patient presents until 
final disposition. 

Capability 2, Objective 2, Activity 1  
Capability 2, Objective 2, Activity 2  
Capability 4, Objective 2, Activity 1 

Demonstrate the ability to provide appropriate treatment 
through triage priority status.  

Capability 4, Objective 2, Activity 1  
Capability 4, Objective 2, Activity 4  
Capability 4, Objective 2, Activity 7  
Capability 4, Objective 2, Activity 8  
Capability 4, Objective 2, Activity 11 
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Scenario Summary 
 

On a regular Monday morning in the Upper Cumberland, hospitals operate normally. 
However, by mid-morning, the day takes a drastic turn. At 7:15 AM, county government 
and healthcare IT departments across the region detect unusual activity. By 9:00 AM, it 
becomes clear that a coordinated ransomware attack is underway. While county 
government systems seem engaged, they initially do not encounter outages. Healthcare 
facilities have not fared so well. The attackers have locked access to critical hospital 
systems across multiple facilities, including electronic health records (EHRs), lab 
systems, and medical device networks. By 9:30 AM, hospital leaders realize the attack 
will have prolonged and severe consequences, requiring immediate action. The road to 
recovery will be long and difficult, but patient safety must remain the top priority. 

 
Conclusion 

 
In conclusion, this exercise was great practice for an actual cyber-attack mass casualty 
event.  It was thought provoking, and participant feedback was positive.  Most felt that the 
opportunity to get together virtually and talk through the scenario helped build better 
relationships and benefited future coordination among the participants. Participants 
expressed they successfully identified gaps and areas of improvement through exercise 
response. Members expressed interest in participation in this type of exercise more 
frequently. 
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APPENDIX A:  EXERCISE SCHEDULE AND ACRONYMS 
 

Time Activity 
November 17, 2023 

10:00 AM Welcome, Opening Remarks, Background Review  
10:30 AM Inject 1 and Inject 2 
11:00 AM Inject 3 and Inject 4 
12:00 PM Inject 5, Inject 6, and Inject 7 
1:00 PM Hotwash 
2:00 PM Close 

 

 

Acronym Term Defined 
CRMC Cookeville Regional Medical Center 
EMA Emergency Management Agency 
EMS Emergency Medical Services 
HPP Hospital Preparedness Program 
RMCC Regional Medical Communication Center 
RHC Regional Hospital Coordinator 
 FE Functional Exercise 
MRSE Medical Response and Surge Exercise 
CSC Crisis Standards of Care 
HCC Healthcare Coalition 
UCHC Upper Cumberland Healthcare Coalition 
MVA Motor Vehicle Accident 
ED Emergency Department 
ICS Incident Command System 
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APPENDIX B EXERCISE PARTICIPANTS 
 

Participating Organizations 
Hospitals  
Cumberland Medical Center 
Cookeville Regional Medica Center 
UTMC Jamestown 
Riverview Regional Medical Center 
Livingston Regional Hospital 
Macon Community Hospital 
Saint Thomas Highlands Hospital 
Saint Thomas Dekalb Hospital 
Saint Thomas River Park Hospital 
Saint Thomas Stones River Hospital 
EMS 
EMS Consultant 
Macon County EMS 
EMA 
RMCC 
Putnam County EMA 
FBI 
TBI 
Homeland Security 
Cumberland County EMA 
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